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Introduction: 

SSH stands for Secure Shell, and refers to a method in which two computers can communicate 

via a secured connection. It allows for remote access to a machine’s data, files, and applications, 

and can be especially useful for a project like CHART. This memo will cover a step-by-step 

guide on how to set up this connection and utilize it to take data. 

 

Step 1: 

• Begin by ensuring both devices are on the same network. This could be through LAN, 

VPN, or direct connection utilizing an Ethernet cable. If Internet is available, SSH can 

work between devices on different networks, so long as the IPs are public and firewalls 

allow. 

• A good way to check the communication between both computers is to ping for the 

raspberry pi with the following code. 

o First, confirm the IP address of your pi by typing in “hostname -I” into the 

terminal on the pi. 

o On your personal computer in a terminal, ping the raspberry pi with the command 

“ping [IP address]”.  To open a terminal on your Windows machine, right 

click on the Windows icon at the bottom of your computer. In the tab that appears, 

you should see both a regular PowerShell terminal, as well as an Admin terminal. 

If connection is successful, the terminal should send back information regarding 

the packets sent and received. 

Step 2: 

• The next step is to enable SSH on the raspberry pi. The simplest way to do this is to open 

the raspberry pi configuration tool (raspberry pi icon at the top of your screen). From 

here, navigate to preferences > raspberry pi configuration > interfaces. At the very top, 

you should see an SSH option. Ensure it is enabled by toggling the button to on, then 

select OK. 



Step 3: 

• SSH must also be enabled on your personal computer. There are multiple methods to go 

about this.  

*Option 1: Using PuTTY: 

• This option is likely the simplest and most user-friendly, particularly if you are running a 

GUI. PuTTY is a stand-alone client that allows for various connection protocols, 

including SSH. Navigate to the PuTTY download page at 

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html. Select the download 

version catered to your machine (32-bit, 64-bit, etc.), and then install. If you’re unsure 

which type of machine you have, double click the Windows icon and click “system”. 

Look under “system type” to see which type of operating system and processor your 

computer has. 

*Option 2: Using WSL: 

• WSL stands for Windows Subsystem for Linux. This is also a great option for using SSH 

and running a GUI. If WSL isn’t already installed, you can install it with the command 

“wsl --install”. This will allow a Linux distribution to effectively run on your 

Windows machine. If you don’t already have a Linux distribution installed, you will need 

to install one (such as Ubuntu, Debian, etc.) in order for WSL to work successfully.  

Option 3: Windows PowerShell:  

• Windows 10 and later computers have a built-in OpenSSH Client. Using this method is 

best suited for simple file and data transfers. To check if your computer has this, type 

“ssh” into Windows PowerShell. This will tell you whether the command is available or 

not. If it isn’t, you can install it by navigating to settings > system > optional features. At 

the top of the page, select “Add Optional Feature”, then locate and install OpenSSH 

Client. 

 

 

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html


Step 4:  

• The next step is to ensure X11 is enabled on your pi. This will allow a GUI to open on 

your machine from the pi. In a terminal on the pi, type “sudo nano 

/etc/ssh/sshd_config”. This should open the file and allow you to edit. Find the 

following lines and make sure “X11 Forwarding yes” and “X11UseLocalHost yes” are 

uncommented by removing the hashtag.  

 

 

 

 

 

• After this, ensure you have X11 apps. This isn’t necessary, but is a useful way to test X11 

forwarding once connected through SSH. To install these apps, simply enter “sudo apt 

update” and “sudo apt install x11-apps” to install said features for testing. 

Step 5: 

• Now that we have X11 enabled on the pi, we need to make sure it knows how to find our 

computer. To do this, we will need to download an X Server to our personal computer, 

which allows graphical user interfaces to display. The simplest way to do this is through 

Xming. To download this X server, navigate to 

http://sourceforge.net/projects/xming/files/latest/download. Walk through the installation 

steps, and accept the default settings. Once downloaded to your computer, open the 

application to start the server. To make sure it is running, look in your system tray to 

ensure it is open and running. It will need to be open in order for X11 to successfully 

forward, so ensure it is running prior to the next steps. 

 

 

 

 

 

 

 

 

 

http://sourceforge.net/projects/xming/files/latest/download


Step 6:  

• It is now time to connect to your pi through SSH to take your data. This will cover how to 

do this utilizing both PuTTY and WSL.  

Option 1: PuTTY 

• To connect using PuTTY, begin by opening the application, which should open the 

configuration window seen below. 

 

 

 

 

 

 

 

 

 

 

  

• Under the Host Name box, enter the IP address of your pi. 

• Ensure that SSH is selected as the Connection Type. 

• Then, click on the plus sign next to SSH to expand the section. 

 

 

 

 

 

 

 

 

• You should now see an option that says X11. Click on it and check the box that reads 

“Enable X11 Forwarding”. 



• Press open to start the connection. You should now see a command that asks for the login 

name of the pi, and then prompts you to enter the password to your pi. 

 

 

 

• Once in, you should see the local name of your pi, as well as the environment. To test 

X11 forwarding, enter the command “xeyes”. This should display a set of eyes on your 

computer.  

 

 

 

 

 

 

 

 

 

• You should now be able to run the CHART GUI from your computer. Depending on 

where its located on your pi, there are several ways to enter this command. In the 

example below, the CHART GUI is located on the desktop with the path written below. If 

yours is in a different location, simply enter the absolute path for where it’s located. The 

GUI should now open on your computer. 

 

 

 

 

 

 

 

 



• You can now enter your desired parameters and hit start to begin data collecting. You 

should be able to see the log and code in the terminal as it runs. 

Option 2: WSL 

• To connect via WSL, begin by opening your Linux distribution. This example will 

utilize Ubuntu. 

• Once in the terminal, enter “ssh -X pi@[IP Address]”. Including “-X” in this 

command is important, as it tells the computer to enable X11 forwarding. 

• You can now test X11 with the command “xeyes”, which should display the pair of 

eyes seen above. If successful, you can now open your GUI with the absolute path 

and take data. 

 

Step 7: 

• Once you take your data, you can transfer the files directly to your computer. Note that 

you should conduct this file transfer in WSL, even if you used PuTTY to take your data. 

The CHART GUI should save your data directly to a data file on the pi. Check this with 

the following commands. This will help you confirm where your data is saved, as well as 

the title of your file. 

 

 

 

 



• You can then close your SSH connection. In the terminal, enter “scp -r pi@[IP 

Address]:/home/pi/data/[filename] /mnt/c/Users/[name]/[location]”. 

See below. Remember that directories and paths may vary depending on where your data 

saved, and where you would like to transfer it. You should see that the transfer worked 

successfully and transferred all files from your specified directory. Verify this by 

navigating to your specified path on your personal computer to ensure it’s there. 

• Do this for each trial of your data. 

• Congrats! You have now successfully taken data and transferred it to your personal 

device using SSH. 

 

 

 

 

 

 

 

 

 

 

 

 

 


